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» A Honeypot is a security resource whose value is in being
probed, attacked and compromised.

» A Honeypot is an information system resource whose value
lies in unauthorized and illicit use of that resource.

»Has no production value, any traffic going to or from a
Honeypot is likely a probe, attack or compromise.

> B RIRIR http://old.honeynet.org/papers




% hyy )

o MMREWNEBHZNFHEE - SIFREHEREZRMN
EITIE

o S ANBRIESTHERERAMETRZHEBESR -
5 S 70 A 48 I el 2 B AH A AT

/T




ﬁ %‘nﬁ ?)] 2/ nu.\ nlE‘lLk @

o B BIRIEIIIFRE R AT ARTE
o IENREMESRET
o FH%R
AN ER  RERKES
RRABZEB DT (IDSEFE ) WERR

— IR BT R EBE
~EBNIR B RIFh Bt




BESR RS - FAGERE

o BIREMNAMNESE - BEHELHIMENNRES

/I




\

~ . BN ER V,

e OENIEE
—BREEHNEBEZA : FHINEXEIRS - ERNEE
B3 G g4 R
S EHNBREZS . FIINEEAZ IR
o ERAR
—BikzRln I EERsEHNAE
~-FAPlm : hERPIRHEE




PR #iEERERD



EEENX B R V,

o IRHR B Rl EAHZETUARTS
o DERREERIK
o AEEEBMRMALAREL
~ABIE EEIMNRIFZRIER
— AR AR 2 B PR
o HNEREERERBZ2EZRINE
o 1B HARS
—RIRERE ~ MEEHE
AR EBIR AR EAE

BB KEERINGEASIFEIMELESER
WETTA




BEERBEALR =)

B ek SR PRAE

-3 B ARR R
Opesating Syster

€[ —\ BT BATIRE s ey B R
\ i8R -
<

(

Handdisk

Other
local

resouUnces

# + X & www.honeynet.org

10



=T B R v,

o EEHFEZ S
-~ EHFNEIFNIFRAREAERREDS - (ABREEEIRIR)
o MEBHENE R RDEAER
~WETHRIDAERZREZATENER - EREARA
~WEETAEXRFEE
o WET AT UKD ER B AT
o (BHRES
— O RERTENNETE
—BERIRARMIBENINEITH
—FIEREFRER K
—A5HE  BEEIZHIDNEE

11



SRR B )

B WA AR R
K,_ -g Oparating Systoem FAEFLIFR
A || s e
/‘ | R L
% @
%I;r

# 7 %/ www.honeynet.org

12



PiniEmeREn



EmeE  ARSkEEzs )
o INEEE NGRS - K| KWEEHER MITEE

o W AEIME R IETVAVARFS

BIREY-E
o RENFFT

A

IR B ELRTT R E

—ERARBRSI INEHEIHNE - WABERFTPEAkzs
MG HAN E L S9Rhsy W EE RS B Z ) E R E R
5|22 - ¥ : Netscreen backdoor(2016)3k &t ¥ T %

AR T

14



N
Y4

MERE  BEREEAR =)
o IHIAAPIRTT A

FEEAEZE T ES O F)

o BEBFEIRE f

b
—
Request
Generates
Requests
o Benign

Server

Response

Request

Client Honeypo\

Attack

g

Malicious

/% /% www.honeynet.org Server 15



D{n!
K
il
0
NE
Wk
F.E

%
___



Her
I T\
4

=t
Okt
ol
i
i
==
oxr

DMZ Intemal Metwork
— | : Heney Pot
Honey Pat |- C o — (P ctential)
Q (Potertial) | :
Intemet — e :
; 5 )
: Firewd| : @

/B 7 X JF sans.org

17



g

?‘)I'
pii
it

e SBENE

B RG - E—ANEES
SRt - S EEE AR
o Sitl=
- BRRG - E—RHOEN
TR - REMNER

=HE
ITH

N )

\

18



N
Y4

i 2805 (Sandbox) =)

o /078 (Sandbox)E2EFNA—E o I ITEER=ZET
HYIRIZ AR DT AR 2K

o ZiE) AR REEEN SN ENITTA

o TRl BEEEAE
~-BERR - REVRIETR
—bHE - RADTRETH

19



HETEEE )

o Bl HMEEFTmaE NIIZEK

—Data Capture
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e Example of a finite state machine

Send Banner:
ExchangePOP3 v5.0

Send Request:
Mail Send Request:

RCPT: <input=

Stage 2
RCPT wvalid?

Shellcode
Manager

recognized
shellcode

Drop Download
Connection Manager
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Login Form

Please fill in your credentials
Login:

Password:

Submit.

My Resource

The rest of the evening was spent in conjecturing how soon he would enable to the living, of his receiving in ieu so
considerable a sum as three Dumping data for table together, and given her a sort of intimacy with his ways--seen anything
Running in Child mode prove what she felt. Mecury Version They came. The family were assembled in the breakfast room to
receive Copyright Tektronix, Inc. visit. The gentlemen arrived early; and, before Mrs. Bennet had time Warning: mysql_query()
revived. Web out that | hate her at all, or that | am in the least unwilling to rootpw of matrimony in his parish; secondly, that |
am convinced that it will the “"Oh well! it is just as he chooses. Nobody wants him to come. Though | Powered by UebiMiau with
greater sweetness of address, and a stronger desire of generally Index of /password Darcy to account for his having ever
fallen in love with her. "How could This is a Shareaza Node very, very sorry. So imprudent a match on both sides! But | am
willing enable “There was just such an informality in the terms of the bequest as to Running in Child mode She longed to
inquire of the housekeeper whether her master was really enable secret 5 $ welcomed to them as visitors my uncle and aunt.
But no,™-recollecting More Info about MetaCart Free received at first an absolute negative. But Jane and Elizabeth, produced
by getstats having slighted one of her daughters. Version Info however, the exertion of speaking, which nothing else had so
effectually (password She had no fear of its spreading farther through his means. There were nrg- himself; yet Elizabeth was
31
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e Amnesia Botnet — New IoT/Linux Malware
Targets DVRs

e http://researchcenter.paloaltonetworks.com/
2017/04/unit42-new-iotlinux-malware-
targets-dvrs-forms-botnet/

log(v31l, "NOTICE %s :CCTV found: $s:%s\n", haystack, &v45, &v46);
for (( k = 0; k <= 3; ++k )
{
memset (v43, 0, OxDFu);
v]9 = 3

20 = rand() % num 3; \
optlen = sub_9E04(v19, "HOST", &c2_server_table[60 * v20]);
v25 = "g&tar{IFS}/string.js HTTP/l1l.1l\r\nHost: ";
snprintf (

v43,

OxDAu,

"$s¥s%s",

"GET /language/Swedish${IFS}&&",

optlen,

\ "&&tar{IFS}/string.js HTTP/1l.1\r\nHost: ", <4/
v27;;
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e SCADA Honeypot
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over TCP§Z¢E§1XIE’T“ HA
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Transaction 1337 RERB2ENITHE - MAZFEKNE—YHE
Identifier
2 Protocol Identifier 0000 REA&2ENIAE - IEHEI1E42 50000
3 Message Length 0005 RERB2EAMATH KAEREBEREE ;
002b0e0100KE &5E It - EIEE 40005
4 Unit Identifier 00 REBLEANITH - o] BRIEEHKB KInE—
BE - sl aEEE
5 Function Code 2b REBLENTAE - I8EINEERE - IHIEEER
22 B W38 (B (Device Identifier)
Data 0e0100 ICE A BiEERE N EHEE  EIIEAE
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Port Service BEHEELG
21/TCP FTP Dionaea
22/TCP SSH Cowrie

23/TCP TELNET | Cowrie

42/TCP WINS Dionaea
69/UDP TFTP Dionaea
80/TCP HTTP Glastopf
135/TCP | MS RPC | Dionaea
443/TCP | HTTPS Dionaea
445/TCP | SMB Dionaea
1433/TCP | MSSQL Dionaea
3306/TCP | MySQL Dionaea
5060/UDP | VoIP Dionaea
8080/TCP | HTTP Glastopf
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e The Honeynet Project

e NOAH Project

o WOMBAT

e Atlas Arbor

e Project Honey Pot

e WASC Distributed Web Honeypot Project
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