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CRIME SCENE INVESTIGATION
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g@ Introduction VIE

O 1.A§{ﬁu,uﬁ(personallidentity authentication)

o BABIRBEBE _+—HICEABBIFPTEIERRIFE
RETRITAIRIER
o E 558 (e-authentication) AR A RSB BIGE
1TEABPREMMVEN—IBEREM » 2RSEZEHE
EFZHERLH—IERER - JIFEBICLHEITEE
BB SNEZTE%KS
@ @Iy
o SBJRLL¥I(CSI; Forensics)
o PIEEEH

o HRIZ B
o ATM
¢ ICBSHSEITRENR S
¢ BEREY
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@Introduction VIE

QEspecially, after New York 911,.....

[Do8dm AS3ldnoD)

-,
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(G2 Personal Identification Objects /7

QToken-based:
“Something that you have”

@ Key, smart card, magnetic card, passport,
USB token ..., etc.

AKnowledge-based:

“Something that you know”

@ Password, PIN, ..., etc.
QBiometrics-based:

“Something that you are”

@ Fingerprint, Face, Iris, Voiceprint, ..., etc.

EE-VIP/CCL W.-S. Chen

% Introduction VIE

0 EREABRHRZESE: Token-based and
Knowledge-based
@ Key
@ License or card
@ Password

@ Forgotten (too many, hard to memorize)
o Easy to memorize, easy to guess!

@ Misplaced

Good Solution: Biometrics!
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% VIR

S NP S

(Biometric Recognition)
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%Funny, But True VIE

Boss, may | have your ......
Copyright 1996 by Randy Glasbergen. My passwords are .|....

“Sorry about the odor. I have all my
passwords tattooed between my toes.”
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% SN RIEZ(Biometrics)
Bio + metrics:
The statistical measurement of biological data.

Biometric Consortium definition:

Automatically recognizing a person using
distinguishing traits.

VIR
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Q Biometrics
@ is the measurement and statistical
analysis of biological data

Q In IT, biometrics refers to
technologies for measuring and
analyzing human body
characteristics for identity
authentication purposes

0 MAABEEHNEREIEREA
B —PI2[

0 EBAERYEE (Pattern Recognition)
=N

0 XEAEYMEE(Biometric Recognition)
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g@ Where the Biometric Traits ? V/F
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@ Introduction VIE

0 £y (biometric recognition)
° MAAREBNEMRKEIHEASDHE
o ERA-{BIR
o IR
° RFZHE  ZEMS
0 B AL YRR ERS
@ No need to remember passwords
@ Unauthorized access to personal data can be prevented
@ Fraudulent use of ATMs, credit cards can be prevented
@ No need something to token based systems
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R ey V=

0 4B (Physiological/Static Characteristics)
@ biometric methods — authentication based on a
feature that is always present
o I8 F 5 — MR ESENBR A Z MBS G BT E
RER - WEBRSAEE DNsEE
° IFEHEREN SR NEE
0 17/ (Behavioral/Dynamic Traits)
@ biometric methods — authentication based on a certain
behaviour pattern
o XIEITRMFHESREEIFEMNE - SEHVBIKSE
EMER
o KB RIREINE S8
o BIEMA—MRANS @ RSP ARITIES
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G2 EMEBRAM 2 D8 VP

Q Biometric Systems
@ sEFff(Enroliment)
o Yiz#(Recognition)dy s (Authentication)
O EYRERATERREASDHET D RMmE
REIR
@ Identification (Recognition)
@ Verification (Authentication)

O Authentication ( 5% )

O Identification ( %8l )

Q Verification (F&%) (&%)
0 Recognition ( ¥#% )
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g@ Enroliment VIE

Q Person entered into the database

NAME (PIN — template
name
\J Extracior |

User interface System DB

Enrollment
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@ ldentification VIR

0 Who am | ? or Who is this guy?
0 1-to-many mapping

0 Example: FBIEL¥3EHELLEIRIC

LUser inferface

@l templutes
— Sysiem DB
User's identity or
“nser nol identified™

Identilication
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g@ Verification VIE

@ Am I who | claim to be?
O 1-to-1 comparison
O Confirms a claimed identity
@ Claim identity using name, user ID, ...
0 Example: PSS

claimed identity
NAME (FIN - 1

ﬂ Feature v | Matcher

g Extractor 1 match)

N ] one
- templaie
- =
U'ser interface - aystem LB
True/False
Verification
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2 smoEwESa R VIP

Possessions

Knowledge

Characteristics
automated biometrics -
Automated biometrics
[

|
Physiological ' Bahavioral '

Face DNA Fingerprint Eye Hand Signature Voice Keystroke

Typology of identification
methods
1 I I 1

g':;de [Palmprint} [ Vein ] [}’F’[ﬁﬂﬁ’fﬁ}
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G2 ESBMEDE ViP

W

Fingerprint Handshape/Palmprint

A4
)

Voiceprint

y
<o
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@Fingerprint Recognition VIR

Thermal sensor [FingerChip™ by ATMEL
(was: Thomson CSF)]

Optical fingerprint sensor
[Fingerprint Identification Unit

E-Field Si
FIU-001/500 by Sony] ield Sensor

[FingerLoc™ by Authentec]
[BioMouse™ Plus by American Biometric Company]

22 EE-VIP/CCL W.-S. Chen




g@ Hand Recognition VIR

Palmprint (8#)

Hand shape (§)

Time & Attendance Terminal

Hand geometry reader for
two finger recognition by BioMet Partners
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@Iris Recognition VIR

Q Iris (RTFRSVETR)
O Feature : F BirispV#BRHEE D h

=

L

BARETREEMANTNR1999F 3%
ORISR (ATM)
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% Retina Recognition VIE

O Retina (fR#BIRNBERIX)
O Feature : FMAretinafyME o
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%VOiceprint Recognition VIR

0 Voiceprint Recognition (EFfPE:E)
O Speaker Recognition (F3Z& 4:5)
@ Fixed text |
@ Text dependent : |
@ Text independent e *#-l'J.ﬂl‘”
@ Conversational

"Voice erifmdtmn required.”

ed. Mt-‘Hht'}
5 granted.

26 EE-VIP/CCL W.-S. Chen




% Handwritten Recognition VIR

O Handwritten or Signature (FB25)

Static (off-line) Signature Recognition

Electronic pen [LCI-SmartPen]

Dynamic (on-line) Signature Recognition
(DSR)
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@Gait Recognition VIE

0 Gait (EBZER)
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% DNA Recognition

O DNAMEESRITEHIKEM D ERETER A
0 GHE—wSHMRE(hon-technical)

o DNABOREMRIRE
EF0\FYE % — DNA contains information
about race, paternity, and medical conditions
for certain disease

“Ultimate ldentifier”

O Technical Problems
@ Not yet fully automated, not fast (not real-
time) and expensive
@ Theoretical limitation: Identical twins have §
the same DNA
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%Infrared Thermogram Image VIR

Identical twins have different thermograms

Infrared Facial
Thermograms

Hand Vein
. Thermograms
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g@ Ear Recognition VIE

a Feature
o MHEZRFAMRRZLHVERS B © $Bvector of

distances of salient point

O Ear geometry recognition
uses the shape of the ear
to perform identification

O An infrared image can be
used to eliminate hair

O Might be recognized at a
distance
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@ Keystroke Dynamics VIR

0 KRR R RE AV
0 BRITRMRE

M T2 T3 T4
U NE]

Press  Press Release Release
Al : " ]
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g@ Face Recognition

0 Analyzes some keypoints in human face,
and relationship between them !
O Analyzes color

Face recognition system
[One-to-One™ by Biometric Access Corporation]
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@ UCSD Biometric Soda Machine”/A

Face Recognition
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%Video Surveillance (Airports) VIR

Face Recognition
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@ New Passports VIE

Face Recognition

“ICAQ TAG-MRTD/NTWG RESOLUTION NOO1 - Berlin, 28 June 2002

ICAOC TAG-MRTD/NTWG endorses the use of|face recogniborfas the globally
interoperable biometric for machine assisted identily confirmabon with machane
readable travel documents

ICAO TAG-MRTD/NTWG further recognizes that Member States may elect 1o use
fingerprint and/or ins recognimon as additional biometnc technologees in support of
machme assisted dentity confirmation

Endorsement: Unanimous”

http://fwww.icac.int

PASSPORT The new passports have an embedded
& contactless (ISO 14443) “smart-card” chip that
stores personal information and a biometric
template. Two problems:
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@Access Control VIR

Hand-shape Recognition
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@ Fingerprint System at Gas Stations’/H

o “Galp Energia SGPS SA of Fingerprint Recognition
Lisbon won the technology
innovation award for
developing a payment system
in which gasoline-station
customers can settle their bills
simply by pressing a thumb
against a glass pad.

o Scanning technology identifies
the thumbprint and sends the
customer's identification
information into Galp's back-
offices system for payment
authorization.”

THE WALL STREET JOURNAL, November 15, 2004
| Lo W R il 38
SRty
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%:ingerprint System at Border Crossing

Fingerprint Recognition
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% Biometrics for Personalization Y/

Fingerprint Recognition

« Automatic
of vehicle settings:

Seat position
Steering wheel position
Mirror positions
Lighting
Radio station preferences
Climate control settings

e URLs at your fingertips
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% Iris Scans to Unlock Hotel Rooms Y/

Iris Recognition

in Boston just
installed a new

&40up system which uses

digital photos of the
irises of employees,
vendors and VIP
guests to admit them
to certain areas, the
same system used in
high-security areas
at airports such as
New York's JFK
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@Want to Charge It? VIE

Voiceprint Recognition

Beepcard, a company in California, has designed a credit card that

Enclosed in the card is a tiny microphone, a loudspeaker and a
speech recognition chip that compares the spoken password with
a recorded sample. If the voices match, the card emits a set of
beeps that authorize a transaction over the telephone or the
Internet. If the voices do not match, the card will not beep.

The system to accommodate
cold or background noise. But it might not work if there is a
blaring music in the background.
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% Did You Vote?

I
flow

TONCH-SCREEN ERA

VIR
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AR BU PRSI0

(Face Recognition Technology)
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VIR




% Face Recognition VIE

Query: Who is this guy?

Ans: Bill Clinton. ‘/

Ans: Monica Lewinsky. X
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Is she in the database? YES!
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g@ Face Recognition System VIR

Match l

B

a7 EE-VIP/CCL W.-S. Chen
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% Introduction VIP

0 Why Face Recognition?
@ Natural and easy to use
@ Many potential applications, such as person
identification, human-computer interaction, security
systems
O Stages of Face Recognition
@ Face location detection
@ Feature extraction
@ Facial image classification

0 Approaches of Feature Extraction

@ Local features

e Eyes, nose, mouth information

a Easily affected by irrelevant information
@ Global features

o Extract features from a whole image
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@ Introduction VIP

O Advantages
@ Most natural method: without user cooperation
@ Non-intrusive (FF#ZABT\ ~ FFHRATN)
@ Low cost
@ Ability to operate covertly
Q Disadvantages
@ Affected by appearance/environment
@ High false non-match rates
@ [dentical twins attack
@ Potential for privacy abuse
o BAINE2B R ALWO—REL W HIETLLA
EOMBOVERTR » ESHERS
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g@ Introduction VIR

O Face recognition from images is a sub-area of
the general object recognition problem

0 Approaches of Feature Extraction

@ Local features
e Eyes, nose, mouth information
o Easily affected by irrelevant information

@ Global features
o Extract features from a whole image

O Applications

@ law enforcement

@ personal identification

@ driver’s licenses

@ credit card

@ gateway of limited access areas

@ Some new applications on “multimedia”

et 51 EE-VIP/CCL W.-S. Chen

62 ABRYBAM o EA0E VIP

Enrollment Feature Database

Feature
Extraction

Feature
Extraction
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% Just Face Detection? Cool! VA

- M=
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% Face Detection VIE

Ask the machine:

Camera tell us where the faces are ! Where are faces?
How smart the camera ! and
male or female?
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%Locating Faces in a Crowd VIR

| Balderdash! >

_ _-"_—T-E-s?.-_igﬂi
A difficult problem!
s EE-VIP/CCL W.-S. Chen
@ Face Detection VIR

0 Face Detection and Localization
@ Facial image
@ Arbitrary image
Q Problems
@ Orientation of the face
@ Causal and complex scene
@ lllumination variation
@ Computing
a Methods
@ Histogram: vertical and horizontal
@ Brightness distribution
@ Edge detection (point distribution model, PDM)
@ Integral projection on color and edge information

f SEHE 56
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% Feature Extraction: Approaches VIR

O Methods
@ Manually defining features --- Feature-based
@ Automatically deriving features --- Appearance-based
O Feature-based
@ Local model based on Face Geometry (geometrical features)
@ The idea is to model a human face in terms of particular face
features, such as eyes, nose, mouth, etc., and the geometry of
the layout of these features
@ Local features: “Eigen-eyes” or “Eigen-noses,” etc.
O Appearance-based (or Template-based)
@ Global model based on Face Appearance or template
@ The underlying idea is to reduce a facial image containing
thousands of pixels to a handful of numbers
@ To capture the distinctiveness of the face without being overly
sensitive to “noise” such as lighting variations
@ A face image is transformed into a space that is spanned by
basis image functions, e.g., Fourier transform, KLT, wavelet, ...
@ Eigenfaces using KLT or PCA (by Turk and Pentland, MIT)
i 57 EE-VIP/CCL W.-S. Chen

% Face Data Extraction VIR

Static Images and Feature-Based Methods

- ! ML Pl
Q.N- N E 'D [DI_EL_|EI b
A

13 17 15 ”1E;am ,,F‘ ED Al }PZ
3 | 4_;% 4 ‘ oy P3

YN e G B P BI GI b

) 5] i Li{ 12§ 10 \\\

base/4 ‘ asefq} § " P4
1‘3,,_913_ !;/_—(xongm»\«nrigw HQLKABHI ]:I"; Pé
ST S O
basen L P10

23 24
27 25 28
FCPs : Facial Characteristic Points Facial Points of the frontal-view face
- by Kobayashi model and the side-view face model
-by Pantic
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g@ Face Data Extraction VIE

Static Images and Template-Based Methods
ph (small GFK)

A small model-gra Dense model-graph (big GFK)

-by Hong

dN ‘L’" ) j nassy, /1

Method : 1. “Gabor wavelet” extracted at a point of the input image
2. GFK : General Face Knowledge
3. Small GFK : find the exact face location in a facial image

4. Big GFK : localize the facial feature
5. Real-time process

59 EE-VIP/CCL W.-S. Chen

@ 588 (Eigenfaces) VIE

0 “REC SiEBRRCE
° R -85 [E - I
0 H2IEH L AEYLIIRUEZENESHFHOE
O Math. Basis: Principal Component Analysis (PCA)
0 %5#Ek&(Eigenfaces)Bl )k
° KR
° REHMRHIETE
° R DA
° WFISA
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@@ Eigenface Recognition System VIR

MIT Media Laboratory
Vision and Modeling Group

Jace Mukiog aad Elg“_“l’lﬂw Ruvogmilion
{loneract Sorm. Projection

Syscm

Recognition & Coding |
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@Eigenface: An Example VIR

A face image can be represented exactly as weighted
combinations of the eigenface components
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%Problems and Challenges V/F

0 ARMSBIBYRZERS
° IRISRIE
o EHHER
° JR(TE
° JERME
° NBVRSA
o [RBIEVITES - (AR - D
o REIFMFRES
o KIBHIE L
o (b -~ BMGE ~ 28U « E252 - IRE8
° EEHIRE
o fBcamerallsE;fi Scamerad BRI BB RREREIA L)
@ Camerafy2 £
° B
o IRFY
o FRITE

i
W
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%Problems: Lighting Variability VIR

Outdoor
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@Same person or different persoh’?’
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% Same person or different person?’
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% Intra-Class Variability VIR

L & - - .'
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% Inter-class similarity (Twins) V/F
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@Temporal Variations VIE
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%Applications: Issues of RecognitioH

QA Traditional Application Issues
@ |dentity Authentication
e Recognize a person who he or she is?
@ Facial Expression
@ Others: Hat, Glasses, Beard, Mustache, ...

O New Emerging Application Issues

@ Gender Classification
e Recognize sex: male or female?

@ Age Estimation and Classification
e Recognize a person how old one is?

@ Ethnicity (Race) Classification
a Recognize race or skin color

9@ Genealogy Verification

e Recognize two faces with similar look
@ Father-son, mother-daughter, sibling, ...
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@Gender Classification VIR

o Problem statement
e Determine the gender of a subject from facial images

5l
Female E“j

o Potential applications
e Face Recognition
e Human-Computer Interaction (HCI)
o Challenges
e Race, age, facial expression, hair style, etc.
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%Can You Tell? VIE

Not easy to do, even human eyes !

& EE-VIP/CCL W.-S. Chen
@Can You Tell? VIE
Answer:
F- M - M - F - M

Not a easy problem!
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% Component-based Classification VIR

0 Component-based gender classification
@ Local model based on Face Geometry (geometrical features)

Bald-headed?

Ear

nose O ear ring?

male
female
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@Classification using SVM VIP

O Appearance-based gender classification
@ Global model based on Face Templates

O Learning to classify pictures according to their gender
(Male/Female) when only the facial features appear
(almost no hair)

M‘
% - F M
g-5 .-
Gender
Ei Classifier
- F M

Gender classifier
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% Results VIE

Classifier [ Error Rate

|| Overall | Male | Female
SVM with Gaussian RBF kernel 3.38% | 2.05% | 4.79%
SVM with cubic polynomial kernel 4.88% | 4.21% | 5.59%
Large ensemble-RBF 5.54% 4.59% 6.55%
Classical RBF 7.79% 6.89% 8.75%
Quadratic classifier 10.63% 0.44% | 11.88%
Fisher linear discrim inant 13.03% | 12.31% | 13.78%
Nearest neighbor 27.16% | 26.53% | 28.04%

Human error rates

Gender of Error Rate

human subject || High resolution || Low resolution
Male 7.02% 30.87%
Female 5.22% 30.31%
Combined 6.54% 30.65%
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%A” Application on Multimedia V/A

NEC Eye flavor
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g@ NEC Eye Flavor VIE

EEEPD )
m[ NS
- t
— B
o F | ,
L A S
FAY

J
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@ NEC Eye Flavor VIE

EEREREN ZENES MG

EEE
B BRENESEIEE . SE
e b a it N = e L
HERESUE
e AEEENE
.
SHSERERRTE
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g@ Conclusion VIR

Just One Word:

Face Recognition

is very Crucial and Valuable
from both Academic and Commercial Viewpoints !
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B2 Thank YouVery Much! VP

gautiful Women
weet Water

ood Wine

Nice Weather
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